 


Cyber Operations
[bookmark: _GoBack]Unit 04 – Information Gathering
Lab 02 - OSINT Tools
[bookmark: _bookmark1]You will need your Kali VM or a desktop that can run the tools shown below (recon-ng, discover scripts, and spiderfoot). Be extremely careful in running these scans, it is your responsibility to remain passive and to only access systems you are explicitly authorized to do so.
Recon-NG
Create a workspace for your target using your first initial + last name. Add a organization that you are authorized to look at to target, then, add the organization’s domain name. Run the following modules within Recon-ng:
recon/domains-hosts/bing_domain_web
recon/domains-hosts/google_site_web
recon/domains-hosts/vpnhunter
recon/domains-hosts/netcraft
recon/hosts-hosts/resolve
recon/hosts-hosts/reverse_resolve
recon/domains-contacts/pgp_search
recon/domains-contacts/whois_pocs
recon/contacts-credentials/hibp_paste
Finally, create an HTML report, open this HTML report in a browser, and take a screenshot of the summary page. Your name should be in the ‘CREATEDBY’ Field of the report.


Discover Scripts
Install the Discover Scripts onto your VM. They are located at https://github.com/leebaird/discover and can be cloned with git.
Now, launch the discover.sh file. After that launches, choose 1. Domain, and then select 1. Passive. Once again, enter the organization’s name and the domain name of the organization, and allow the script to run. After the script finishes, take a screenshot of the Passive Report summary.
SpiderFoot
Install SpiderFoot from http://www.spiderfoot.net on your VM.
Launch SpiderFoot and start a new scan.  Enter your name in for the scan name. For the seed target, enter the organization’s domain name. Uncheck all of the boxes in the ‘By Required Data’ and ‘By Module’ tabs. Next, In the ‘By Module’ Tab, only select the DNS module. Finally, allow it to run and take a screenshot of the completed scan.
Your Choice
Find another tool that is used to perform information gathering and footprinting of a target. Install this tool and launch it, taking a screenshot of the VM with the tool open. You do not need to run a scan.
What to submit 

Create a PDF document containing the screenshots required in the lab.  The document should include your name and only the screenshots requested.
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