 


Cyber Operations
Unit 05 – Intro to Scanning
[bookmark: _GoBack]Lab 03 - Wordlists and footprinting
[bookmark: _bookmark1]You will need your Kali VM or a desktop that can run the tools shown below (gitrob, httpscreenshot, fping). Be extremely careful in running these scans, it is your responsibility to remain passive and to only access systems you are explicitly authorized to do so.
Wordlists
Using your favorite tool such as wordhound, generate a wordlist based off the target organization’s webpage.
Generate an additional wordlist based on another relevant organization webpage, then, combine both wordlists into a single .txt file.  The goal of this step is to obtain a wide array of possibilities for keywords that an organization or user may include in their password.
GitRob
Create a GitHub account if you don’t already have one, and generate an API key to use with GitRob.  Instructions for generating an API key can be found here: https://github.com/blog/1509-personal-api-tokens.  Next, run GitRob (https://github.com/michenriksen/gitrob) against the organization’s GitHub page. When this finishes, open the report and navigate to the findings tab. Take a screenshot of the displayed findings.
HTTP Screenshot
From your previous gathering, you should now have a list of websites related to DSU. Create the following folder: /opt/httpscreenshot/<org_name>
Inside of that folder, create a .txt file that contains at least 10 websites that you’ve found that end in dsu.edu
Run HTTP-Screenshot to gather images of the remote web hosts, then, open the resulting report in Forefox and take a screenshot.


fPING
Run the fping utility against your internal subnet (192.168.X.X-254)
Show only hosts that are alive, and output the results to a file with your first initial, last name, and _fping.txt (Firstinitial+LastName_fping.txt)
Open the file and take a screenshot of the hosts fping was able to find.
What to submit 

Create a PDF document containing the screenshots required in the lab.  The document should include your name and only the screenshots requested.
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