 


Security Design Principles
Minimize Common Mechanism

Check your Firewall
[bookmark: _bookmark1]Firewall
· The network security for all applications are based on this single mechanism
· Once the firewall is down, all applications are compromised
In this lab, students will check the firewall on their computers.

Step 1 
Go to start and click Settings.
STEP 2 
Click Wi-Fi and find the link that says Change advanced sharing options then click it.
Step 3
Expand Guest or Public and make sure Turn off network discovery and Turn off file and printer sharing the are the selected options. You can also make these the selected options for the Private tab if you wish.
Step 4
Go back to the Settings page and click Windows Firewall. Click Advanced settings in the left pane of the window.
Step 5
Take some time to explore this!

What to submit 

[bookmark: _GoBack]There is nothing to submit for this lab.
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