 


WEP & WPA Security lab
Unit 9 – Wireless security & Availability 

wep & wpa security lab
[bookmark: _bookmark1]Lab Description:  In this lab your students will use packet captures of wireless 802.11 traffic between a client and access point. Specifically, traffic for both WEP and WPA protocols. The goal is to understand that tools like Aircrack-NG make cracking encryption or brute-forcing passwords in both protocols easy. Cracking the encryption will produce the key used by both the wireless client and access point, while brute-forcing will also attain it. Thus, having the ability to decrypt the traffic and seeing the network traffic. 
Lab Environment: Kali Linux OS w/ Aircrack-NG tool.
Lab Files that are Needed: WEP_capture_Unit9_.pcap , WPA_capture_Unit9.pcap
analyzing pcap
1. What specific frame is needed in order to crack a WPA2 key?
a. ANSWER: Authentication Frame
2. Utilizing the Aircrack-NG tool and the pcap file, crack both the WEP and WPA2 keys.
a. Screenshot of Aircrack-NG tool and commands to crack the keys.
i. ANSWER:
Aircrack-NG command (WEP):
[image: ]
The Aircrack-NG tool allows users the ability to provide a packet capture containing traffic between a client and access point (a minimum of 5000 packets needed). In theory you would capture the traffic by using a device with a wireless card put in promiscuous mode. Thus allowing it to see wireless traffic meant for other devices (typically wireless cards will ignore traffic not meant for its MAC-Address, in promiscuous mode it will accept all packets). In the case of this lab, a packet capture is provided, the “Secure” network, but your own can be substituted in!
Aircrack-NG Results After Network Selection (WPA2):
[image: ]


Attaining Password File:
[image: ]
Kali Linux OS provides a premade password list available for users. In this case you will want to unzip it to your current directory. You can also provide your own password that is tailored to the target, or just a larger list (this will require more computational power and time to complete)!

Aircrack-NG command (WPA2):
[image: ]
The -w flag is used to specify the file containing passwords for brute-forcing. In this case, rockyou.txt provided by Kali Linux OS.

Aircrack-NG Results with file selection (WPA2):
[image: ]
b. Cracked WEP key: _Zq;F
c. Cracked WPA2 key: password
ENCRYPTION RESEARCH
1. What is the difference between RC4 and AES?

· RC4
· Is a stream cipher
· Insecure due to “bit flipping” and weak key scheduling
· Implemented in the WEP protocol
· Favored stream cipher used within 802.11 (and other protocols)
· AES
· Is a block cypher
· NIST & US Government Standard
· Very few detrimental attacks
· Implemented in the WPA/WPA2 protocols
· Modern networks now typically use AES for encryption

2. Explain the difference between block and stream ciphers.
· Stream Cipher
· Converts one character of plaintext into one character of encrypted text
· Faster process time
· Low chance of errors
· Susceptible to insertion attacks
· Block Cipher
· Converts a grouping of characters into one block
· Slower process time
· Higher chance of errors
· More difficult to attack 

3. [bookmark: _GoBack]What other stream ciphers exist?
· Types:
· FISH
· A5/1
· SOBER-128
· Etc…

What to submit 

Screenshots and a description of each part/question in a Word Document or PDF.
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root@kallVM: ~/Desktop
File Edt View Search Terminal Help

:~/Desktop# aircrack-ng -w rockyou.txt WPA_capture Unit9.cap ||
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Aircrack-ng 1.2 rcd

[60:00:00] 4/7126712 keys tested (487.63 k/s)
Time left: 4 hours, 3 minutes, 41 seconds

KEY FOUND! [ password ]

Master Key : EC E2 D8 39 84 07 E3 CF 10 26
B8 93 OF B3 FE BF 95 DA (5 C1

Transient Key : 91 FF 85 88 FD 8C C2 F4 4C 1A
- 54 B4 4E 9F A5 37 53 D4 41 A6
7C D4 A8 31 2A 75 24 25 74 46

2B F1 50 86 DD 16 1A 51 46 01
EAPOL HMAC  : 8D 77 32 37 6C 3E AF 92 28 (B
root@kaliVi:~/Desktop# []
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rootekaliVi:~/Desktop# aircrack-ng WEP_capture Unit9_.pcap
Opening WEP capture Unit9_.pcap
Read 117276 packets.

# BSSID ESSID Encryption
1 04:BD:88:BA: Dog No data - WEP or WPA
2 04:BD:88:BA Dog No data - WEP or WPA
3 04:BD:88:BA Secure WEP (28100 IVs)

Index number of target network ? [] m
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Aircrack-ng 1.2 rc4

Aircrack-ng 1.2 rcd

[00:00:00] Tested 649 keys (got 17669 IVs)
Aircrack-ng 1.2 rcd

100:00:60] Tested 769 keys (got 17669 1Vs)
5F(23552) 15(21Aircrack-ng 1.2 rc41766) B1(21760)
100:00:00] Tested 817 keys (got 17669 1Vs)
SF(23552) 15(21760) 53(21760) 6D(21760) B1(21760)
[00:00:00] Tested 1368577 keys (got 17669 IVs)
5F(23552) 15(21760) 53(21766) 6D(21766) B1(21760)
byte(vote)87(23808) 23(22784) 4€(22784) 72(22784)
5F(23552) 15(21760) 53(21760) 6D(21760) B1(21760)
5A(25088) 87(23808) 23(22784) 4E(22784) 72(22784)
56(23808) 5B(22784) 9B(22784) 8D(22528) BC(22272)
96(22528) 72(226016) 7E(22016) 12(21766) 1F(21760)
€9(24064) 2F (23Aircrack-ng 1.2 rcd2528) F4(22528)
B7(23808) DF(23296) 35(22528) C2(22272) F2(22272)
6A(22784) 16(22528) 39(22528) F3(22528) B7(22016)
100:00:00] Tested 1653697 keys (got 17669 IVs)
D2(22784) 11(22528) 71(22016) C2(22616) F5(22016)
byte(vote)65(22528) E8(22528) 9C(22272) 7A(22616)
5F(23552) 15(21760) 53(21760) 6D(21760) B1(21760)
5A(25088) 87(23808) 23(22784) 4E(22784) 72(22784)
71(24832) 6F(23808) 5B(22784) 9B(22784) 8D(22528)
OF(22784) 45(22528) A5(22528) 72(22016) 7E(22016)
50(24064) 2F (23Aircrack-ng 1.2 rcd2528) F4(22528)
B7(23808) DF(23296) 35(22528) C2(22272) F2(22272)
48(23040) 8F(22784) 16(22528) 39(22528) F3(22528)
100:00:00] Tested 1738177 keys (got 17669 IVs)
6A(23046) A7(22784) 11(22528) 71(22616) C2(22016)
byte(vote)65(22528) E8(22528) 9C(22272) 7A(22616)
5F(23552) 15(21760) 53(21760) 6D(21760) B1(21760)
5A(25088) 87(23808) 23(22784) 4E(22784) 72(22784)
71(24832) 6F(23808) 5B(22784) 9B(22784) 8D(22528)
F4(22784) 45(22528) A5(22528) 72(22016) 7E(22616)
50(24064) 2F(23Aircrack-ng 1.2 rcd2528) F4(22528)
1B(24576) 25(23808) DF(23296) 35(22528) C2(22272)
54(23808) 6D(23040) 8F(22784) 16(22528) 39(22528)
100:00:00] Tested 106535 keys (got 17669 IVs)
OF(23296) 3F(23640) A7(22784) 11(22528) 71(22016)
byte(vote)AF(22784) 65(22528) EB(22528) 9C(22272)
5F(23552) 15(21760) 53(21760) 6D(21760) B1(21760)
5A(25088) 41(23808) DD(22784) 08(22784) 2C(22784)
71(24832) 4B(23808) 97(22784) D7(22784) C9(22528)
38(23552) 5D(22784) 84(22528) E4(22528) B1(22016)

5/ 9 00(22528) 1F(22272) A2(22272) AB(22272) D9(22016)

KEY FOUND! [ 5F:5A:71:3B:46 ] (ASCII: Zq;F )
Decrypted correctly: 100%
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rootekaliVi:~/Desktop# []
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File Edit View Search Terminal Help

rootekaliVi: # cp /usr/share/wordlists/rockyou. txt.gz .
root@kaliVl # qunzip rockyou. txt.gz
root@kaliV: # m
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